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Letter from the Editor

Let’s put aside the question whether Blockchain is a real
technology or a passing fad - a hype. The ups and downs
of your fortunes in Bitcoin and similar cryptocurrencies
in the last couple of years may have clouded your views.
Short-term or long-term success, or failure, of cryptocur-
rencies may depend on the success, or failure, of Block-
chain, but it is important to recognize that Blockchain and
the Distributed Ledger Technology (DLT) have far greater
uses in wide-ranging applications.

One such use of Blockchain is as a key enabling technology
of 5G applications. Prof. Chaudhry and Dr. Asad present
their research to propose a Blockchain-based Network Slice
and Resource Brokerage system to build an open, trans-
parent, and fair 5G ecosystem. They explain the challenges
of addressing the massive cooperation required among 5G
devices and potential solutions using Blockchain.

Another application of Blockchain is in creating and main-
taining decentralized electric grid (Smart Grid). In his ar-
ticle, Dr. Claudio Lima explains the emergence of, and the
importance of, DLT Blockchain for the electric utility indus-
try. He uses Open Blockchain Energy (OBE) Architecture
Framework, an emerging standard, and associated refer-
ence model to classify and categorize application segments
in the energy industry and shows that the concept extends
well beyond the Smart Grid to the entire energy sector.

As the world becomes more connected, consumers and
industries - and their respective application ecosystems
— will inherently require interaction. As these applications
create their own DLT blockchains, they will need interop-
erable solutions. Dr. Claudio Lima, an authority in DLT
and Blockchain technology, brings us interesting chal-
lenges and the need for global interoperable standards.

Mr. Meloni from University of Cagliari, Italy uses Blockchain
and Internet of Things (IoT) to demonstrate the need for con-
sensus algorithms and different ways of achieving the con-
sensus. Hethen goesonto presentthe work on the Real-time
Onsite Operations Facilitation (ROOF) standard for techni-
cal and functional interoperability of federated IoT systems.

Clearly,theneedforstandardsandinteroperabilityinanemerg-
ing technology is even greater at this time to ensure smooth-
er deployment and wider adoption in critical applications.

Are you working on building Blockchain applications?
What standards do you use? What challenges do you
have? Can they be solved by new standards? Would you
like to discuss these topics with fellow engineers? Let us
know if we can facilitate such discussions. We are all ears!

Happy Reading.
Enjoy!

“Clearly, the need for
standards and interoperability
in an emerging technology
is even greater at this time
to ensure smoother deployment
and wider adoption

in critical applications.
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M.S. Computer Engineering from Case Western Reserve
University. He is a Senior Member of the IEEE and a mem-
ber of IEEE-HKN Honor Society.

www.standardsuniversity.org



STANDARDS UNIVERSITY | Innovation ¢ Compatability e Success

A Blockchain received public attention with the widespread

speculative, monetary gains generated by the cryptographical-

ly secure digital currencies, normally called crypto-currencies

or digital money. Bitcoin and Ethereum are two of the most

commonly used crypto-currencies with a market cap of more

than $132 billion [1]. In actuality, crypto-currencies are just

a small piece of the blockchain pie. Applications of blockchain

vary from cloud computing to food supply chain. For example,

Walmart has recently used blockchain to track the origins of

fresh foods as a solution to fight food-borne diseases such

as E-Coli. Walmart’s implementation has illustrated the abil-

ity of a blockchain to reduce parsing time for a very large

number of supply-chain records from days to seconds [2].

by Mohammad Asad Rehman Chaudry Blockchain can be thought of as a community-driven, real-
& Zakia Asad time database that is fully decentralized and involves a fair-
ly large number of user-nodes to act as data-keepers. The

very structure of blockchain has envisioned a new era of data

S

management systems that is fully reliable, fault tol- small cells give rise to several challenges for example low
erant, scam-proof, accurate, authentic, transparent, transmission radiis, and interoperability among complex sub-
trustworthy, and above all free from centralized- networks. To overcome many of these challenges, 5G devices
control. One of the very first footprints of blockchain are expected to perform several collaborative tasks from rout-
can be traced back to a time-stamping digital docu- ing and relaying to computing. For example, 5G can enable ho-
ment where the basic idea was to design a system lographic communication within short distances without need
of transactions that could not be altered and helped of any cooperation among devices, but when this distance is
to settle transactions in a fair fashion [3]. Curiously, large (or network is not homogeneous) the data transfer speed
the following prose from Shakespeare summarizes as well as the viability of the service drops significantly. This
the notion behind blockchain: shortcoming is not limited to holographic communications, but

many other realistic applications—ranging from e-health, M2M
Time’s glory is to calm contending kings, communications and factories of the future to the real-time

analytics—suffer the same fate. In short, cooperation among
5G devices is necessary for its transformative success. Block-
chain can enable such sort of massive cooperation as shown in
Figure 1. This collaboration is necessary for many crucial sce-
narios such as network slice brokerage, mobile wallets, edge
computing, M2M, healthcare, IoT, mobility management, smart
Blockchain, in its simplest form, is a chain of roaming, and spectrum sharing.
blocks where each block contains some verifiable
record(s), and all the blocks are linked through
their crypto-hashes. New records are registered
(created) by appending new blocks along with
their timestamps to the existing chain of blocks.

Blockchain is predicted to be a key player in reap-
ing real benefits from 5G Networks. Its applications
range from providing an autonomous platform for
resource sharing, enabling ubiquitous edge com-
puting, to content-based-storage; all of which are
significantly different than contemporary scenarios
associated with 4G [4]. 5G is all about connecting
heterogeneous devices and complex networks with
a network of more than 50 billion devices[5]. On
one hand, millimeter waves and small cells are a
critical building block of 5G, and enable high data
rates and low latencies in addition to many other
benefits. On the other hand, millimeter waves and

Figure 1: 5G and Blockchain

Blockchain
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Network slice and resource brokerage are key en-
ablers to extend the reach of 5G to non- traditional
venues. Blockchain can be a key element for suc-
cessful realization of such ecosystems. Specifically,
these ecosystems have a diverse set of require-
ments from frequent relaying to time-sensitive-
ness. Ensuring a wide range of requirements over
existing infrastructure is a challenge that calls for
innovative solutions such as network slicing. Net-
work slicing ensures that a network is tailored to
application requirements in an end-to-end fashion.
For instance, a network—offered and maintained
by several operators—can be partitioned into dif-
ferent slices like a mobile broadband slice, an IoT
slice, and a mission-critical slice, to name a few.
Resource sharing among end users and devices is
going to play a vital role in the success of a net-
work slicing mechanism , e.g., by performing relay-
ing and edge computing. The resource sharing can
either be voluntary or associated with some reward.
For example, a cell phone user can be offered a
reward in terms of an offset in their monthly bills.

A big challenge for network slice and resource
brokerage is the need to maintain an open, trans-
parent, and fair system within the extraordinary
number of resources and several shady players.
Blockchain is a natural choice for such a scenario.
Figure 2 presents such a network slice and resource
brokerage system developed by us. It consists of
the following three major components: 1. Inven-
tory of network resources, which represents a col-
lection of network resources offered by type, slice,
and/or geographic boundaries. 2. Match making,
which matches buyers and sellers for network re-
sources. 3. Clearing house, which deals with the
transaction processing and authentication while
ensuring QoX. Here “X” stands for the perfor-
mance parameter as per a buyer’s requirements.,
e.g., QoS, QoE, etc. Figure 3 depicts a realization
of our proposed system, with the focus on block-
chain dynamics, for a specific transaction where a
user “A” requests a network resource from user “B”.

Figure 2: Network Slice and Resource Brokerage
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Figure 3: Resource Brokerage: Blockchain Dynamics
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by Paolo Tasca

I. Introduction

New technologies are impacting and changing both tra-
ditional and modern industries alike. No sector is ex-
empt from this revolution, and that includes education.
Indeed, the education sector has already begun trans-
forming, as seen in the digital shifts that are increasing-
ly necessary to improve the experience of students and
youngsters alike and to prepare them for the jobs of
the future which at this moment are still unimaginable
(Schwartzbeck and Wolf, 2012). The education system
has the essential social task of developing minds that
will be able to mix past disciplines with new fields of
discovery. This is one of the most important functions
of government and is vital not only for individuals but
for society as a whole. Universities and institutions can
take advantage of key developments like cloud storage,
big data, and blockchain solutions to improve learning
experiences and offer better services to students.

II. Problems

Theeducational, culturalandknowledgesystemasawhole
hasalwaysfacedrisksand problemswithdifficultsolutions.
First of all, most academic and professional institu-
tions issue certificates and credentials that are diffi-
cult to verify. Employers and third parties seeking to
verify a single resume are often required to use inef-
ficient and expensive pro-
cedures to test the authen-
ticity of all aspects of the
applicant’s experience. As
expected, companies rare-
ly have the time and re-
sources required for those
procedures and therefore
they don’t even verify the
content. In addition, many
diplomas are not digitally
verifiable. It seems that only a few institutions release
free and online certifications. In the case of qualifica-
tions obtained in the past, the situation is even more
complicated. To give a sense of the scale of the prob-
lem, the UK Higher Education Degree Datacheck (Hedd)
surveys students and graduates about degree fraud ev-
ery year. The results are pretty alarming - about a third
of people embellish or exaggerate their academic quali-
fications when applying for jobs (The Guardian, 2014).

Secondly, in recent years there has been a surge in
the number of unverified degrees issued by legitimate-
sounding institutions. These organizations often adver-
tise themselves as official institutions with names that
closely resemble those of famous academies, such that
the distinction between them is not immediately appar-
ent. This problem is aggravated by increased counter-
feiting of diplomas and certificates. The proliferation
of institutions raises an important question as to the
quality of educational systems and universities, which
is difficult to evaluate in a quantitative way. Institutions
very often issue diplomas or certificates with scant or
absent details as to the course of study pursued and
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the student’s achievements. Employers, evaluators, and re-
cruiters thus find themselves in the difficult position of hav-
ing to consider documents of doubtful provenance, which
are not standardized, and with possibly low image quality.
These and similar problems might find solutions in blockchain
technology.

I1I. Blockchain
Initially introduced as a technology to support the function-
ing of a decentralized payment system outside the brokering
circuit of central banks, distributed-ledger technologies have
evolved from both a quantitative and a qualitative perspec-
tive. In addition to the Bitcoin network, many other distinct
blockchain systems have been developed and go beyond the
simple transfers of funds, by implementing different and/or
supplementary functions (Tasca & Widmann 2018). Currently,
there are thousands of blockchain systems worldwide, some
running on forks of successful technologies such as Bitcoin
or Ethereum, while others propose completely new function-
alities and architectures. For this
reason, instead of ‘blockchain’, we

“Old-fashioned organizational paradigms can refer to blockchains or block-
and a conservative attitude toward
innovation have prevented the widespread
institutional adoption of new technologies
in general.9?

chain technologies in order to en-
compass all the possible architec-
tural configurations and also, for
the sake of simplicity, the larger
family of distributed ledger tech-
nologies, i.e., community con-
sensus-based distributed ledgers
where the storage of data is not
based on chains of blocks (Tasca & Tessone 2019).

Despite the technical rivalry and variation, the underlying phi-
losophy still remains substantially unchanged: blockchains
enable new forms of distributed software architecture where
agreement as to the shared state of decentralized and transac-
tional data can be established in a network of peers (network
nodes), which may be untrusted and anonymous (and poten-
tially dangerous). The distributed nature of the blockchain net-
works requires participants to reach a consensus on transaction
data under a predefined set of rules that govern the update of
a shared register (ledger). The data of past transactions are
ordered in the ledger and cannot be altered except by agree-
ment of the majority of peers. Two core cryptographic tech-
nologies ensure and authenticity of each transaction: (i) pub-
lic-private key infrastructure used to store and spend money;
and (ii) cryptographic validation of transactions (Béhme et al.,
2015). Cryptographic technologies can thus create a “trust-
less” infrastructure to enable transactions: the trust is directly
guaranteed by the blockchain system without the need of third
parties (De Filippi and Wright, 2018). There is no integration
point or central authority required to approve transactions and
set rules. No single point of trust, no single point of failure.

www.standardsuniversity.org
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Until recently, high schools and universities have not
thought of using blockchain technologies to solve or
mitigate the problems set out above. Old-fashioned
organizational paradigms and a conservative attitude
toward innovation have prevented the widespread in-
stitutional adoption of new technologies in general.
This is partly due to the fact that the benefits of new
technology are typically undermined by the high costs
of training people in its use. With blockchain, how-
ever, the benefits of this trade-off weigh decisively
in favor of technological adoption. In fact, the funda-
mental characteristics of a blockchain address each of
the key administrative challenges facing high schools
and universities: data transparency, auditability, avail-
ability, immutability, and efficiency. In other words,
it makes all the internal processes more efficient.

The benefits of blockchain apply primarily to data collec-
tion, processing, and sharing. The main beneficiaries are:

Students. Blockchain could provide higher security and
robustness to their data: the use of high-security cryp-
tographic techniques ensure that personal information
will never be manipulated or subject to malicious data
leaks or (unauthorized) commercial surveillance. Stu-
dents could also benefit by using self-sovereign identity
solutions to certify their identity without needing to share
the underlying data that make up that identity. Indeed,
access to educational services pass through a robust ID
system that allows uncontroversial identification; how-
ever, according to the World Bank, only about one-third
of the global population currently holds a national ID that
enables access to the education system (USAID, 2017).

Universities and other institutes of education.
Fully automated data processing benefits high school,
colleges and university registrars who handle (typically,
manually) sensitive and confidential student records.
These records include but are not limited to attendance
records, immunization records, grades, transfer infor-
mation, transcript requests, etc. University registrars
could be removed from the verification process alto-
gether. As a result, considerably fewer resources would
be devoted to qualification verifications and more time
can be spent on higher priority tasks, such as verify-
ing the school qualifications of prospective students.

Employment agencies and Job Seekers. Employ-
ers might, in fact, avoid the expensive, complicated
and lengthy processes involved in background checks
and evaluations of job applicants; agencies might
speed up the job seeking process by easily proving
the authenticity of applicants’ academic qualifications.

In terms of areas, blockchain can be applied to:

Transcripts. Academic credentials must be uni-
versally recognized and verifiable. At the moment,
verifying academic credentials remains largely a
manual and expensive process (heavy on paper doc-
umentation and case-by-case checking). Blockchain
solutions could streamline verification procedures and
reduce fraudulent claims to unearned credentials.

Students records and certificates. Students’ records
and any other type of accreditation can be stored in a
blockchain. Digital records and certificates hold many
advantages over paper records and certificates: they
require far fewer resources to issue, maintain and use.

JUNE 2019 | Volume 10, Issue 1 | Blockchain

The veracity of any record can be verified automatically, with-
out human intervention. The security of the records derives
from the security of cryptographic protocols, which ensure that
any extract or certificate is cheap to produce but extremely ex-
pensive to reproduce by anyone other than the issuer. Finally,
any issuer-fraud, such as changing the timestamp or changing
a certificate serial, is not possible in a blockchain environment.

CV. Blockchain can enhance fraud detection and preven-
tion. This would free up administrative resources by reduc-
ing the amount of work needed to process credential verifi-
cation requests. In addition, blockchain is useful in this way
not only for academic institutions but also for employers and
third parties, such as job seekers. The former might avoid
the expensive, complicated and lengthy processes involved
in background checks and evaluations of job applicants; the
latter might speed up the job seeking process by more eas-
ily proving the authenticity of their academic qualifications.

Libraries. Blockchain could help libraries expand their ser-
vices by building an enhanced metadata archive, develop-
ing protocols to support community-based collections, and
facilitating more effective management of digital rights.

Peer reviews and scoring. Thanks to blockchain, the
review process could be open to any peer in a given com-
munity in a transparent way. Authors could be scored/
rated automatically by the nodes in the blockchain net-
work as opposed to by a handful of peer reviewers.

IP rights. Currently, tracking intellectual property is a costly
endeavor run by specialized, usually when there is a signifi-
cant business incentive to do so. Time-stamping scientific dis-
coveries protects against the misuse of intellectual property.
Blockchain could also enable a model of open innovation and
open educational resources whereby we would eliminate inter-
mediaries such as fee-based journals, thus allowing anyone to
publish openly, accurately keeping track of re-use without put-
ting limitations on the source material. Each contributor would
be directly rewarded based on the level of actual use and re-
use of their educational materials, similar to how research-
ers would be rewarded based on citations to their papers.

Publishing. Blockchain could have multiple applications in
the publishing industry, from securing new talent to rights
management, and anti-piracy efforts. This is true not only
for the scholarly publishing community, but also for journals,
magazines, and any other kind of content publishing. New
platforms are emerging to level the playing field for writers
and encourage collaboration among authors, editors, transla-
tors, and publishers. Smart contracts on top of the blockchain
can streamline sharing, licensing, and usage of digital rights.

However, all that glitters is not gold. A problem that is worth
highlighting is the complex relationship between blockchain
and well-established regulations, among which a particular
challenge is data protection. With the recent enactment of the
General Data Protection Regulation (GDPR), data need to be
exchanged in accordance with definitive standards, and sub-
ject to certain essential rights. Some of these (the right to be
forgotten and data reduction, for instance) are not easily en-
forceable when it comes to blockchain and DLT. Blockchain ar-
chitectures will, for instance, either need to store raw personal
data off-chain or provide some mechanism for the deletion of
private keys where these give access to an individual’s data.
Whether regulators would find such implementations compli-
ant with GDPR remains to be seen. Thus, the path to wide-
spread adoption of the technology in the education sector is
still long, and many challenges remain.
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by Dr. Claudio Lima, Ph. D.

Introduction

Blockchain is defined as a distributed ledger technol-
ogy (DLT) that is becoming the underlying layer of the
future of the Internet. It is creating a new wave of de-
centralized services applications, called “DApps,” that
will be introduced to replace most of today’s central-
ized, cloud-based Internet applications. Permissioned,
enterprise, and consortium-based DLT Blockchain has
been considered as a new enabling technology layer
of information technology (IT) enterprise systems and
processes, used in industry vertical markets to improve
IT operations, security and process efficiency [1,2].

DLT Blockchain is being introduced in the energy ver-
tical, particularly in the utility
grid sector, to reduce costs,
improve security, disinterme-
diate processes, speed trans-
actions, register and authenti-
cate grid assets and data and
improve all smart grid opera-
tions [3]. On the other hand,
new Blockchain-enabled
transactive energy models
have been defined and intro-
duced at the consumer and
edge side of the grid, which
may reshape traditional grid
business models, enabling a
new wave of decentralized ser-
vices. Utilities will experience
a new level of digital transfor-
mation by adopting DLT Block-
chain technologies, which can
be considered as an evolution
towards grid modernization.

OBE BUS

Regulator

Open Blockchain Energy (OBE) Framework

Before DLT Blockchain is considered in the energy sector,
it is important to understand, classify and categorize all
its applications segments, and define key concepts and
frameworks. For this reason, a new Open Blockchain
Energy (OBE) Architecture Framework is proposed and
under consideration by the IEEE Standards Associa-
tion, to create the first concepts on how to segment the
DLT Blockchain processes, functionalities, applications,
and use cases in the energy grid, which can be har-
monized to enhance existing smart grid standards [4].

Operations

The distributed ledger OBE BUS contains two main seg-
ments. One related to mission critical, secure, and scal-
able grid operations (Blockchain core and edge); the other
on the prosumer (producer and consumer of energy) or
customer-facing side (Blockchain prosumer). Both will have
DLT Blockchain segment-specific open application program-
ming interfaces (APIs) to support multiple Blockchain grid
applications segmentation. The operations segment can
support high performance, high security, and mission-criti-
cal industrial grid Blockchain operations, where distribution
system operators (DSOs) and regional transmission orga-
nizations (RTOs) work as participants in the process, as

Decentralized Applications - DApps

Retailer
Energy
Provider

Wholesaler
Energy
Provider

Prosumer

residential microgrid

API: Application Programming Interface

DSO:; Distribution System Operators

RTO: Regional Transmission Crganizations
Prosumer: Production-Consumption Energy User

well as wholesaler energy providers, such as independent
power producers (IPPs). On the consumer-facing side of
the grid, a multitude of new Blockchain applications can be
developed, where retailer energy providers, residential and
microgrid prosumers can be connected to OBE open APIs.
For each grid segment, a set of distinguished Blockchain
decentralized applications (DApps) can be developed. This
framework can be further evolved and detailed to accom-
modate more specific grid domains and applications in the
near future. An Open Blockchain Energy reference model
is needed to drive new grid services, improve and optimize
the existing ones and eventually introduce new Blockchain-
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enabled transactive energy regulation in the energy sector.
Figure 1 shows the preliminary concepts of the OBE frame-
work

Fig. 1 — Open Blockchain Energy (OBE) Framework
(source: Blockchain Engineering Council-BEC IEEE standards
contribution)

End-to-End DLT Blockchain Grid Segmentation
In the energy grid industry vertical, there is no one-size-
fits-all DLT Blockchain solution. There are distinct process-
es, type of assets, and functional requirements that dis-
tinguish a typical grid electricity end-to-end solution. For
instance, from the generation all the way to the distribution
substation, there is a need to control and secure mission-
critical assets that are isolated from most of the grid-edge
and enterprise processes. This core grid segment, particu-
larly at the transmission and distribution (T&D), substation,
and grid edger (feeder side) are currently run by synchro-
phasor network, supervisory control and data acquisition
(SCADA), and DNP3 protocols, evolving towards the IEC
61850 object-oriented protocol. The last mile segment is
the prosumer customer-facing side, which includes all cus-
tomer loads, electric vehicle charging stations, residential
and commercial roof-top solar and batteries, with lots of re-
newable energy penetration at the edge and consumer side.

GRID ENTERPRISE/MISSION CRITICAL ASSET AND TRANSACTIONS

BLOCKCHAIN CORE

unidirectional energy flow

. @
]

" SMART CONTRACTS

e Compatability e Success

BLOCKCHAIN FEEDER/EDGE

system, such as energy management systems (EMS), dis-
tributed energy resources management systems (DERMS),
and also to enterprise advanced metering infrastructure
(AMI) solutions, using grid device smart contract logics that
can contain important grid events, transactions, and asset
identification that need to be registered and authenticated
in the DLT Blockchain shared database. This shows the im-
portance of identifying the critical assets and transactions
and defining the levels of security and performance for each
Blockchain grid segment. It is very important to create
these isolated and federated Blockchain segments to im-
prove grid security, scalability and performance, addressed
by the 2P2S (performance, privacy, security, scalability)
design principles [1]. Figure 2 shows the end-to-end DLT
Blockchain framework with three distinct segmentations of
the grid.

Fig. 2 - End-to-End Grid DLT Blockchain Framework Segmenta-
tion (source: Blockchain Engineering Council-BEC IEEE stan-
dards contribution)

Key Takeaways
Currently, there is a lot of of misconception in understanding
that Blockchain technology can be applied beyond bitcoin or
cryptocurrency applications and therefore can provide tre-
mendous value to the utility of the future. The vast major-
ity of the enerqgy/utility regulatory commissioners are still
trying to understand how Block-
chain can be used in regulated
and unregulated energy markets
and how it can play in distributed
. transactive energy services that
" may disrupt traditional grid-cen-
tric generation models. In most
cases, however, Blockchain is
associated with high energy
consumption scenarios due to

transformer
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|
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Based on these definitions, the DLT Blockchain energy
grid solutions can be further classified into three main
segments—Blockchain core, Blockchain edge/feeder, and
prosumer. Each segment has their own grid devices and
equipment, which are an essential part of the modern grid.
From the T&D side, there are bulk renewable and fossil
fuel generation, transmission lines, and substations. From
the grid edger/distribution feeder-side, there are impor-
tant grid elements, called remote terminal units (RTUs),
such as capacitor banks, reclosers, voltage regulators, volt-
var, transformers, etc. From the consumer-generation side
(prosumer), there are smart meters, roof-top solar with
connected electrical vehicle charging stations and energy
storage systems. Each grid element can be a source/sink
that generates its own “smart contract,” which is a Block-
chain “what..if” embedded software logics. The enterprise
and mission-critical permissioned Blockchain platforms can
connect to existing grid enterprise/SCADA management

osition is realized by grid-en-
ergy operators and consumers.

In parallel, there is a strong need to create standards in the
DLT Blockchain Energy vertical. With this proposition, the
IEEE Standards Association (SA) established in September
2018 the IEEE P2418.5 DLT Blockchain in Energy Standards
Working Group [5], which is charged with developing the
first global standards to address DLT Blockchain reference
architecture, end-to-end framework design, interoperability
requirements, and use cases to drive technology adoption.

In summary, DLT Blockchain technologies will be
a critical enabling technology for grid moderniza-
tion, introducing new decentralized services, opera-
tional, and cybersecurity models for energy/utilities.
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by Dr. Claudio Lima, Ph. D.

Introduction

Distributed Ledger Technology (DLT)/ Blockchain is be-
ing introduced as the new Internet layer of value, add-
ing the “trinity of Ts” [1]—trustability, transparency, and
traceability—to any asset class transaction (information/
data and physical goods) in the Internet that can be au-
thenticated, validated, traced and registered in a distrib-
uted, peer-to-peer (P2P) digital ledger system [2], also
addressing data privacy and security [3]. Blockchain is
also part of a broader scope of Distributed Ledger Tech-
nology (DLT) that is becoming the underlying layer of the
future of the Internet, creating a new wave of Decentral-
ized Applications, called “"DApps,” that will be introduced
to replace most of today’s centralized, cloud-based In-
ternet applications. With Blockchain, businesses will
experience a complete transformation of their current
models by removing intermediaries, reducing costs, and
improving the trustability of the Internet—and, there-
fore, enabling a new wave of decentralized services.

Fragmented Industry and the Need for
Interoperable Standards

Currently, the Blockchain industry is completely fragment-
ed with different alternatives, such as, open and propri-
etary platforms that support permissioned or permission-
less, public, enterprise or consortium-based solutions. In
addition, there is no relevant consistent standardization
across different technologies and platforms to address the
issues of interoperability or interworking.. Therefore, in-
teroperability is becoming an important topic that needs
to be addressed if the DLT Blockchain industry ecosystem
wants to survive in the near future [4], where today, stan-
dards for global mass Blockchain adoption are still lacking.

DLT Blockchain Interoperability:

The New Standards Frontier

Most of today’s Blockchain standards activities are focused
on specifying and developing generic frameworks, interfac-
es, and technology modules that work in self-contained or
specific platform environments, or industry vertical market
[4,5]. Once more complex uses of DLT Blockchain are re-
quired across multiple enterprise segments, between en-
terprise or consortium-based and public (permissionless),
or between multiple enterprises to run more complex use
cases, requirements, and implementations, then there will
be a strong need for an end-to-end DLT Blockchain in-
teroperability standards [4]. A typical set of DLT Blockchain

DLT is an enabling technology of the new information
technology (IT) enterprise system and processes, with
substantial work developed on the permissioned, en-
terprise- and consortium-based Blockchain side, ad-
dressing real IT problems and vertical-market solutions.
Hybrid public-enterprise-consortium DLT Blockchain ar-
chitecture frameworks are expected for future use case
applications that create an inter-working and interop-
erable Interchain solution, similarly to what happened
with Intranet and Internet networking in the early 80s.
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standards with focus on interoperability and scalability
are among several industry Blockchain requirements that
are essential for the survival and mass adoption of Block-
chain as an enabler of the decentralized Web 3.0 Internet.

In particular, the IEEE Blockchain in Energy WG global stan-
dards [5] is currently working to address the need for DLT
Blockchain open and interoperable standards for the energy
industry, which is considered to be a complex multi-segment,
multi-domain vertical market requiring multiple DLT Block-
chain solutions that are open and interoperable, where the
concept of “one size fits all” does not apply. In this new stan-
dards proposal, the end-to-end energy grid segmentation,
with different types of DLT Blockchain frameworks are used
to address a particular set of use case applications. Each seg-
ment will have its own DLT solution, that at some point, may
need to interoperate with other segments to transfer value,
assets, and tokens between these multiple platforms. This
is just one application of a particular industry vertical. Simi-
lar concepts can be extended to other industry segments.

Cross-Chain Interoperability for Decentralized Applica-
tions (DApps) and Inter and Intra-token Transactions
It is expected that within the next few years, there will
be a strong need for cross-chain interoperability between
different enterprise-grade (permissioned) and public (per-
missionless) DLT systems, where different platforms will
interact with one another to make the development of
unified or multi-wallet DApps with inter- and intra-token
transactions between different Blockchain platforms much
easier, efficient, scalable, and pervasive. Multiple side-
chains (a special class of Blockchain) will be required,
each performing a specific DLT function, and interoper-
ability between these multiple network segments shall
be defined using a common-ground protocol, or some
bridge/gateway artifact. This will be the ultimate require-
ment for the creation, consolidation, and interconnection
of multi-DLT Blockchain technologies, as the future of de-
centralized networks and services (also called Interchain)

Figure. 2 = DLT Blockchain interoperability
between permissioned and permissionless
networks. source: Blockchain Engineering
Council-BEC
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by Dr. Alessio Meloni

Blockchain-based IOT solutions are well suited for
simplifying business processes while reducing over-
all costs and security threats. As an example, IoT can
exploit blockchain technology to build trust among
untrusted devices or federated IoT areas, reduce in-
frastructure costs, and accelerate data exchanges.

Currently, connections among non-trusted devices pass
through remote nodes (e.g., cloud systems) even if IoT
devices are within a few meters from each other. This
brings a number of significant disadvantages such as
high maintenance costs, weakness for supporting time-
critical IoT applications [1], security and trust issues.

Adopting a standardized blockchain model among the
billions of devices envisioned in the IoT domain [2] would
significantly reduce the costs associated with centralized
and remote data and computation centers. While the lit-
erature offers some examples of blockchain deployment
in IoT [3], up to now there is no de facto standard solu-
tion. Due to the massive number of devices and resource
constraints, deploying blockchain in IoT while maintaining
a good balance of the triad performance-scalability-reli-
abilty is particularly challenging. The optimal blockchain
architecture has to scale to many IoT devices and it should
be able to process a high throughput of transactions.

To this, consensus algorithms assume a central role
since they are the groundbase of any existing Block-
chain and define how transactions are validated. While
the initial rationale behind Blockchain was its capability
to ensure consensus among untrusted parties in a pub-
lic and freely accessible network, further developments
have broadened the plethora of transaction valida-
tion as well as the means of access restriction and
blockchain node organization (private, federated,
distributed, or public) in order to shape the triad
performance-scalability-reliability according to the
particular needs of a certain domain. IoT is not an
exception. In the following paragraphs, the current
state of the art in blockchain consensus is presented
before discussing ongoing standardization efforts
related to blockchain deployment in IoT federated
networks.

Figure 1: Every Blockchain solution is a tradeoff of per-
formance, scalability and reliability

The father of consensus: Proof of Work (PoW)
The most classic consensus mechanism, which is
also the one implemented by the most popular and
oldest digital currency (Bitcoin) is the Proof of Work
(PoW). In PoW, nodes willing to participate in the
creation of new blocks of transactions for the chain
(namely miners) solve computationally hard prob-

lems in order to be granted such permission. Since various
miners (honest or not) might attempt to add blocks to the
chain, PoW relies on the concept of the longest chain as the
most trustworthy.

This poses the following problems:

e Computational power means powerful calculators con-
suming energy but having just one miner per block be-
ing successful

e Block generation time is a tradeoff between speed and
security

e The added blocks have to be validated by the entire
blockchain network, resulting in small throughput

Last but not least, POW is a game of brute force with-
out any binding rules, which we could compare, in his-
tory, to those times when the strongest army would
win. This means that the rationale of a decentralized
system is not necessarily true. The recent hashwar that
brought to the hard fork of Bitcoin Cash (BCH) into BCH
ABC and BCH SV has revived this point of discussion
showing the inherent lack of democracy that PoW has.

A greener alternative: Proof-of-Stake (PoS)
In PoS, blocks to be added to the blockchain are selected
by a voting procedure involving all blockchain nodes that
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Figure 2: Consensus algorithms for the Blockchain

have a stake.Their voting power is related to their stake.
This means that no energy is wasted in a computational
task ending in itself. In case of a fork, nodes decide which
fork to support. Due to this last point, a well-known prob-
lem of this consensus mechanism is the so called “Noth-
ing at Stake,” where nodes can vote for both sides of
every fork that happens without any computational ef-
fort required, thus mining the credibility of the blockchain.

Concerning PoS democracy, while a stake of more than
50% would allow control of the blockchain, it is believed
that such a big stake amount is hard (yet not impossible)
to own. Nevertheless, voting power modifications of PoS
are considered, where weighting the stake by other prop-
erties, such as the time a certain stake has been owned,
is used. While all these countermeasures might improve
security, they are strictly related to the domain of inter-
est and the way stakes are used by blockchain nodes.

Representative democracy:

Delegated Proof-of-Stake (DPoS)

In DPoS, token owners vote to elect delegates to validate
blocks on their behalf. The voting power is dependent on
the number of tokens and the votes can be redirected at any
time. The number of delegates depends on the blockchain
but are usually in the range of dozens. As an example, EOS
Blockchain has 21 delegates also called block producers.
Blocks are delivered by block producers in a shuffled order.
By apriori selecting block producers, the blockchain can be
designed to run more efficiently and with higher through-
put and lower block production times (in the fraction of
seconds) without the drawbacks found in PoW and PoS. In-
deed, in DPoS block producers collaborate to make blocks
instead of competing like in POW and PoS. In addition, the
EOS Blockchain does not charge nodes for transactions, but
rather considers their stakes as determining the amount
of network, cpu, and RAM power that nodes can use.

Centralized by design: Proof-of-Authority (PoA)
In PoA, transactions are validated by approved ac-
counts (the authorities). This allows high throughput
(as in the case of DPoS) but with an oligarchic rath-
er than democratic approach. For this reason, PoA finds
its best application in private blockchains where apriori
trusted nodes are used because of the scalability and per-
formance benefits, despite the lack of decentralization.

Generalizing PoS: Proof-of-Weight
Proof-of-Weight is a general term used to refer to consen-
sus algorithms leveraging on some kind of node property

that determines their power in the consensus procedure.
It can thus be considered as a further generalization of
PoS and PoW. Indeed the weight could be the stake or
the computational power, but also something different
that is related to the specific application domain of the
blockchain. As an example, the concept of trustworthi-
ness in the Social Internet of Things [4] could be used.

Byzantine Fault Tolerance (BFT)

BFT consensus algorithms apply solutions derived from
the Byzantine generals problem to the Blockchain. In the
Byzantine generals problem, a certain number of gen-
erals are separated by distance and have to pass mes-
sages through the enemy zone in order to communicate
and converge to an agreement on whether to attack the
enemy or not. A partial agreement would result in a de-
feat (namely a fault). Some of the consensus algorithms
found in the literature derive from BFT. As an example,
in Practical Byzantine Fault Tolerance (PBFT), groups of
nodes share a leader who is elected using an election al-
gorithm. If the leader fails, a new leader will be elected
and a new group is created. This consensus mechanism
typically requires multiple rounds among nodes to reach
an agreement, which leads to huge communication over-
head and limits scalability and its use in a public Block-
chain in which the choice of leaders could be problematic.

Participatory Democracy:

Directed Acyclic Graphs (DAGSs)

DAGs use a form of consensus that handles transactions
asynchronously and in which every node willing to make
transactions can do so by validating previous transactions.
This theoretically opens up to a number of transactions per
second, which is not upper-bounded. The most well-known
consensus algorithm in DAG is the Tangle, which is used in
the IOTA implementation. In the Tangle, in order to send a
transaction, two previous transactions that have been re-
ceived need to be validated. This policy strengthens the va-
lidity of transactions as more transactions are added to the
Tangle. However, if not many transactions are made and a
single node can generate one third of the total transactions,
it could take over which validations are labeled as true. For
this reason, IOTA uses the concept of a “coordinator” that
checks the validity of transactions in the booting phase dur-
ing which not many nodes participate. The good thing about
Tangle is that it is designed with IoT micro-transactions in
mind. However, it does not provide an architecture or data
structure to decentralize IoT and it is not Turing complete,
meaning that scripts and smart contracts are not allowed.

Standardization of Blockchain consensus for the IoT
The IEEE 1931.1 Working Group is currently working on
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the definition of an Internet
standard for technical and
functional interoperability of
federated IoT systems for
Real-Time Onsite Operations
Facilitation (ROOF) that oper-
ate and function in a secure,
semi-autonomous, and decen-
tralized manner. Blockchain

technology can play a key g= Ty .
role in accomplishing this goal = _
and is thus being investigat- @ 2
ed by the Working Group [5]. u A A

From ROOF’s perspective, the %
Things in an IoT application
should be able to operate and 3;’;". Active Edge Device
cooperate within the context
of a local environment in a se-
cure and independent manner. In other words, each local
IoT network deployment should be able to act autonomous-
ly and connect to other federated networks when needed
or for added value. Blockchain fits perfectly in this context.

Each federated network should respond to their specific
requirements. Some federated networks could be more or
less restricted in terms of access and data retrieval from
the outside; some could even decide to use consensus al-
gorithms suitable for realtime applications or for IoT de-
vices with constrained computational capabilities such as
PoA or DPoS, which would leave the role of interfacing with
the “public blockchain” and the other federated networks to
one or a set of trusted nodes. Other federated networks in
which IoT entities are untrusted and dynamically join and
leave the network would be more likely to leverage on other
consensus mechanisms, such as a Proof-of-Weight, based
on the trustworthiness of devices or on how long that de-
vice has been part of the federated network.

Yet, the problem of connecting all these federated networks
with different blockchain requirements (i.e., blockchain in-
teroperability) remains. One area that is showing promise in
this sense is the use of sidechains [6]. Sidechains allow for
a specific use case to be addressed, while still being able to
interoperate with the outside blockchain world by creating
ways in which one blockchain or sidechain can successfully
communicate with anotherblockchain or sidechainina“work-
flow” configuration. The main threat regarding this point and
thus a key point to tackle in order to advance the state of
the art, is that the amount of work it requires to achieve in-
teroperability between an ever-growing number of federated
chains as use cases and applications in the IoT domain grow.

Conclusions

Computationally complex consensus mechanisms are not
suitable for IoT scenarios and the resources needed to reach
consensus must be wisely allocated. A federated network
made of different interoperable blockchains responding to
the specific domain requirement and interacting by means
of gateways or sidechains to the public blockchain network
is more likely to become the standard for blockchain deploy-
ment in the IoT. Although DPoS currently looks like the most
promising for transactions in a public federated blockchain,
none of the current consensus algorithms are yet to be de-
ployed in IoT as a standard adoption and the characteristics
of each consensus algorithm need to be further evaluated
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Figure 3: Blockchain architecture in the ROOF context [5]

and optimized in order to fit the IoT application domain.
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