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Abstract—A recently-started university bike-share program There are two main problems presented by the current
was in need of improvements in existing capabilities. The pro- system: tracking and theft. There is currently no method for
gram utilized an honor system which lacked bike security, user cqjacting current system information. Students have ng wa
accountability, and administrative control and monitoring. The f K ; h find a bik d h f if
program administrator approached the engineering college for a 0 nov_vmg where to 'n_ a _' € an _mUSt search for one |
solution, which was taken up as a senior project. The team set they wish to use one. Likewise, administrators have no hard
out to create a system consisting of three components: (1) kiosk usage data. The administrators hope to expand the system to
distributed across the campus for checking in and out bikes; (2) the campuses of other local colleges and even city-wide, and
a database for logging all transactions and system information; are using UNO as a kind of test-bed. Simple use data, such

(3) a web application for simple reporting of system data and e
management of system rules. An embedded microcontroller as number of checkouts per day, would be critical for both

system with a variety of identification, security, interface, and administrative decisions and funding proposals. Finaligre
communication peripherals, enclosed within a weatherproof case, is no method of preventing undesirable use, such as late at
was designed and constructed as a prototype for the kiosk. A night or by users with a history of abusing the system.
schema was implemented in MySQL to act as a central repository The second problem, theft, is much more important to

for all relevant system data. Finally, a web application was S . -
built using the PHP scripting language and Apache web server consider; some of the bike-share bikes have already been

to handle user interaction with the system. The TCP/IP stack Stolen. The program bikes have been painted bright yellow,
connects these modules and provides ease of implementation andso between the bright paint and the lower quality, the ctrren

distribution. Kiosks utilize IEEE 802.11 and 802.3 modules for pikes are unlikely to be stolen. However, there is desire to
communication over existing university network resources. Once put better bikes in the system for a number of reasons. First

integrated, kiosks successfully provide check-in/out functionality . . . .
based on system-wide rules and log transaction information higher-quality bikes would be more likely to be used for leng

which is then presented to administrators through the web trips; they would be more reliable and easier to ride. Many
application. Currently, the program administrator is taking steps  of the current bikes are single-speed, which are difficult to

to acquire funding and production capabilities in the hopes yse on hills. Second, bike-share administrators are sgekin
of deploying this system across the university campus within ¢,nding in the form of corporate sponsorships with the idea
the next several years, as well as examining the feasibility of . . . .
implementing the system city-wide. that companies may place the_lr name on the bikes and kiosks
they sponsor; of course, the bike must be in good shape for a
|. INTRODUCTION company to want to put its name on it.

In 2009, the University of Nebraska at Omaha (UNO) beganTo find a solution to these shortcomings, the program
a campus bike share program. A small assortment of loadministrator contacted the chair of the Computer and Elec-
quality used bikes were donated to the university and servenics Engineering (CEEN) department. Using systems im-
as the backbone of the program. These bikes are “floatingglemented by other cities, such as Montreal’s BIXI [2] and
the bikes are never locked. Rather than having a systemParis’ VElib’ [3], as examples, he asked the CEEN department
check-out bikes, an honor system is in use in which studemtsdevelop a system specifically tailored to the needs of the
simply hop on a bike when they come across one and ledudlO bike-share program. The authors took this on as a thesis
it where they stop. project, and this paper describes the system developed.

UNO consists of three campuses in a straight line, with
about a mile between adjacent campuses. Bike trails exist be
tween the campuses. The northernmost campus is the primanan automated system of checking out bikes was developed,
campus, although the central campus is sizable and growimgnich consists of three components. Kiosks are distributed
Shuttle buses run between these two. The southernmost caegross the UNO campuses and connect to the university net-
pus is much smaller, and because of this, the university doesrk via IEEE 802.11 “Wi-Fior 803.2 “Ethernet” modules.
not run shuttles to this campus. Taking a city bus from thigtudent ID cards are swiped to check out a bike, which
primary campus utilizes a very indirect route that takesosim
an hour [1]. This can be particularly difficult for certairogips 1Although the phrase “Wi-Fi” actually refers to a certificatistandard for

. . devices built on IEEE 802.11 and is not truly a synonym for 892.11
of students who are likely to lack adequate transportagiooh standard, for the purposes of this paper, no meaningfuhdtstin exists, and
as low-income and foreign students. the two phrases are used interchangeably.

Il. SYSTEM OVERVIEW



is uniquely identified by a Radio Frequency ldentificatioare weatherproof and feature a button for selecting indadid
(RFID) tag as part of the locking mechanism on the bikdikes.

Other commercial bike-lock systems utilize only one model o The EOC units lock together with a small piece of hardware
bike throughout the system; since the UNO system uses bilgggmanently attached to the bike. This consists of a small
of all shapes and sizes, the locking mechanism was desigfifdD tag for uniquely identifying each bike and a bracket
to fit most any bike. which locks into the solenoid lock in the EOC unit.

Kiosks communicate with a central server over the uni- The main kiosk unit controls the four EOC units, a magnetic
versity’s data network through an Ethernet connection whegard stripe reader, a Wi-Fi module, and an Ethernet module.
practical and over Wi-Fi otherwise. This server runs a variaSwitches are on the main board for selecting between Wi-Fi
of the LAMP stack, which consists of the Apache web serveand Ethernet as the primary communication method, as well
MySQL database, and PHP scripting language. The waB for uniquely identifying each kiosk.
application and database are hosted on this server. Studerfthe kiosk firmware consists of repeated scanning of all
users are able to look up system information through a webOCs. When a bike is noted where no bike was before, the
browser, such as current locations of bikes. An interfaddosk runs the check-in script. If a bike disappears, anrerro
for reporting damaged bikes is also provided. Once loggé@ript is run. This allows the system to note false check-ins
in, administrative users have a large variety of informmatiowhich can be the result of either incomplete locking the bike
and functions available; they may add bikes or kiosks @& intentionally holding the EOC unit so as to make it read
the system, view transaction history and data on currentfye bike tag without locking the bike. After scanning all fou
checked-out bikes, and set up rules such as banning abu$iikes, the kiosk updates a timestamp in the database to note
users or limiting the number of simultaneously checked-othat it is still up and running.
bikes for a single user. When an ID card is swiped, the checkout code is run. It

Security and privacy are two large concerns for this systeR£9ins by running a “verify” script to ensure that the user is
Kiosks have measures in place to note improperly checkedlowed to check out a bike. The kiosk uses audible and @sibl
in bikes (see Section Ill-A for greater detail). Web comtndicators to inform the user of this initial decision. Fréwere,
munication involving sensitive information is done over af'€ user must press the button on the lock corresponding to
encrypted HTTP connection, and wireless communicatios udge bike he or she wishes to check out. The kiosk updates
WPA encryption on top of this. When noting transactionghe database with this checkout and then unlocks the bike
kiosks must provide the transaction scripts a password, f@§ several seconds. Following this up, a few seconds after
prevent malicious users from spoofing a kiosk and addi¢Psing the lock again, the system checks if the bike is still
fake transactions to the system. Individual passwords;ifipe attached and notes this as a special case of a check-in.tRepea
to each kiosk, are utilized, so that in case a password gscurrences of this special case serve as an indicator déd fa
revealed, only one of the many kiosks will have to be updatéépk-
with a new password. Administrator and kiosk passwords age Database
stored in the database as a SHA-1 hash with salt, an IndUStr)’The database has multiple responsibilities. To begin with,

standard method which prevents users from being able to gging charged with storage of bike information, such as a

access to passwords, even with full access to the databhsedéscription, photo, number of checkouts, and current ionat

Since the project team did not have access to the university, ,4s 4 |ist of locations, which includes a descriptiordan
student information system, there is currently no methad fﬂ)gin password hash for each kiosk, as well as a list of
preventing unauthorized use of a student ID card. However, < action types ’

the system has been designed SO tha_lt the ID card rea_Oler Miost importantly, the database tracks all transactions tha
may be replaced with a nearly-identical reader featuring f.ur in the system, noting transaction type, bike D, limzgt

numeric keypad [6], which would use already-existing stildegy gent |D, and timestamp. These transactions includekehec
PIN numbers to verify user identity. In short, the systemsusgn/outs, errors such as false check-ins, checkout deraais,

modern security technology to ensure that user-specifi@ dafygition of bikes to system. A separate table holds a list of
is only available to those WhO need the data to prevent thﬁﬁormation regarding currently checked-out bikes.

and keep the system running properly. One table in the database handles storing checkout rules.
These rules include bans on specific users or ID ranges,
maximum number of simultaneous checkouts per user, hours
A. Kiosk to deny checkout, and holds on bikes in need of maintenance.

IIl. COMPONENTS

The kiosk is a custom-designed microcontroller-based sys- Web Application
tem. It utilizes four “end-of-cable” (EOC) units, which are The web application can be split into two different sections
attached to the main kiosk body with a strength cable to gectthe kiosk section serves an interface between the kiosk and
the bike and a data cable to communicate with the main boatide database. The user section consists of pages for ssudent
enclosed in a weatherproof sheath. Each EOC unit consigisview current system information and for administratars t
of a solenoid bolt lock and an RFID reader. The EOC castack checked-out bikes and alter system settings.



1) Kiosk Interface: PHP scripts are set up for check-ins, IV. COMMUNICATION INTERFACES

checkouts, and error conditions. The check-in script ympl ﬂSince the system consists of a number of distributed kiosks
[

notes the transaction, updates the location of the bike, ch communicate with a central server, communications

step process. First, the kiosk calls a script to check whétige “Wi-Ei” and 802.3 “Ethernet” are standards with wide im-

;Jhser IS ?:l?wid to check do.l];jt a bike. lehe kiosk then 'g(i'tfe_ltﬁ?ementation readily available across the UNO campus, they
| € :ﬁsu h 0 K € tusek:, an |thsu|ccest§ ul, rfutnhs abgfcon d gzwere the clear choice for communications between the kiosks
og the checkout, change the location of the bike, and add iy e server. Both Wi-Fi and Ethernet exist as part of the

to the checked-out table. If, after a checkout, the bikeils Strcp/IP stack. which has become one of the most common
_pre_sent, the bike is checked back in, although the tramCtbvell supported, and easy to use data transmission methods,
is listed as an error, so that repeated occurrences of thys

| he admini f a failed lock Meal for this project.
alert the administrators of a failed lock. The circuit board for the kiosk has sockets for both a Wi-Fi

A check-in error script is run when a bike is no longepmogule and Ethernet module. This allows each kiosk to only

detected by the system. This script looks up who was I3gk|yde the necessary module, cutting down on expense.
responsible for the missing bike and checks it out to this

user. Rather than listing this as a true checkout, a “checkA. IEEE 802.11Wi-Fi

error” is listed as the transaction, instead, so that adsmators Utilizing Wi-Fi is perhaps the more flexible option of the
may have a better idea of what has happened. Unfortunately, interfaces. Since the university already has existirig W
there is no way of being able to determine the cause 2

he di ¢ . his. b h hi Pl access points across the campus, the only factor limiting
the disappearance from just this, but rather, this errostex!the placement of a kiosk is powerAs such, wireless data

:jo prO\{lo_Ie aﬁlmlnlstrators Wlltl? Ilnf%r_matlon to ?3 buse;l "Bransmission requires little to no change to existing isfra
etermining the cause. Most likely, this event would be eaus, e a huge plus for ease of adoption. In addition, if

by a user incomple_te_ly locking a _bike, although it CQUId al?f?wltiple access points are within range of the kiosk, théesys
be caused by a malicious user faking a check-in, a thief@ittip e o mes more robust; one failed access point does not cut off

through the cables to steal a b?tk@r a ha_rdware failure. As e yiosk. Finally, encrypted communications methodshsuc
such, it would be unrea_lsonable to 'mmed'ately have the systgg WPA, may be easily utilized for extra security. Although
hold the user responsible for the missing bike. the data has already been encrypted by secure HTTP, Wi-Fi
Regardless of the transaction type, communication is p&ecurity schemes can make it more difficult to spoof a kiosk
formed in the same fashion. Secure HTTP connections afgd provide an extra level of encryption for very little extr
made with the server, and the user ID (if applicable), bike IRprocessing cost.
kiosk ID, and kiosk password. These are passed using HTTP'Syj-Fj does present a few disadvantages, however. To begin
POST command, which ensures that the information does R@th, Wi-Fi equipment is typically more expensive and offer
appear in server logs. The script replies to these requestsifver bandwidth than Ethernet counterparts. However, very
generating simple HTTP packets. little bandwidth is needed, and the expense of installingtze

2) User Interface:A webpage was built to provide studentut to the kiosk may easily offset the cost, so these are not
and administrators with a simple interface to the system. @tical issues. Although Wi-Fi offers encryption abovedan
the student side of the application, users may view badieyond that already provided by secure HTTP, tools such as
information on the system’s bikes, including locations ohircrack-ng can crack this, making it no more secure than
specific bikes and where to find open bikes. A screen fethernet [7]. The current university wireless network ig no
reporting problems is also available. For further captdj set up for encryption, and more importantly, requires usa of
a user with administrative capabilities must log in. virtual private network (VPN) to access private resourees,

The administrative screens include many of the sanféPSk update scripts must be available outside of the usityer
screens as the student side, although more information"&WOrk in this configuration. . o .
provided; for example, the bike details screen contains theSOme of the disadvantages to using Wi-Fi are inherent in
basic bike information available on the student screen, Hf}¢ Wireless physical layer in use in place of a wired physica

also states the student ID of the user who has checked jer and are present in any form of wireless communication.
this bike. A sortable and filterable list of all transactioss |n€ |[EEE 802.11 standard states that the physical layers use

provided. A screen allows administrators to add or remole Wi-Fi:
system-wide rules. Finally, maintenance functions, sush a 1) Use a medium that has neither absolute nor readily

adding new kiosks and administrative users, are also dlaila observable boundaries
from this website. 2) Are unprotected from other signals that may be sharing
the medium

2The kiosk has been designed to prevent theft, although miukeh di 3In the future, alternative powering schemes, such as phiévomay
commercial bike lock, use of tools such as a hack saw can défeddbtking be looked into; if implemented, a kiosk would need no wiredasfructure
mechanism. connection at all.



3) Communicate over a medium significantly less reliableaching somewhere with network access. However, for the

than wired physical layers system as currently defined, Wi-Fi and Ethernet are far bette
4) Have time-varying and asymmetric propagation propesuited to fit the needs.
ties

5) May experience interference from logically disjoinP' Recommendation

IEEE 802.11 networks operating in overlapping areas |t wWas determined that Ethernet and Wi-Fi were the two
8] most practical interfaces for the current scope of the gyste
IEEE 802.11 uses techniques to nullify or minimize thes®® such, the kiosks were designed to accommodate both

issues, resulting in a connection almost as reliable aswtdirmethc’ds' I_f a data ca_ble is available or ea_S|Iy added to a
sk location, the design team suggests using Ethernet, fo

wired connection. Thus, the primary disadvantage of usi ) . -
Wi-Fi over Ethernet for this system is the need to wor € abovg mentioned reasons. If Ethernet is not practical, W
around existing network policy. Overall, the benefits gdine I is a suitable alternative.

by wireless offset the aforementioned disadvantages, sBiWi V. RESULTS

re.mains a practical option for a communications interface i Perhaps the most important metric of success in a project
this system. such as this is the satisfaction of the client. Using this
B. IEEE 802.3Ethernet metric, the project may be gonsidered a success; the bike-
s . share program administrator is pleased with the outcome and
.Ethernet has many advgntageg n th|.s. application. T.O be 8pes to deploy this system on UNO’s campuses and create
mth’ :Ee S\E.hgrnet (rjn?dule '3 ulse |3(js,_[[gn|f|canltly less ehxpoéns derivative systems tailored to the needs of other locakge$,
an the Wi-r1 module used. In addition, so long as harawafigs yopntown Omana area, business campuses, and even city-

is not damaged, the connection between the kiosk and rOLU\ﬁEe. Beyond the immediate needs of the client, however, a
is very reliable and does not vary appreciably in diﬁererhtumber of other results are worth noting ' '
conditions. Unlike Wi-Fi, which can be simply “overheard” '

by interested parties, a physical link to the cable is reglir A. Demonstratables and Deliverables

to sniff packets. Finally, Ethernet provides better bamlftvi A prototype of the system was constructed, consisting of
and is less prone to interference than Wi-Fi. a server hosting the database and one prototype kiosk. The

There are two primary disadvantages to using EthernRiosk consisted of all necessary hardware and electronics
First, a cable must be run to the site of the kiosk. Since th@used inside of a weatherproof enclosure. The kiosk and an
kiosk will be outside in most cases, this will often requirgnstructional sign were mounted on a portable vertical pole
burying a cable, although if a power line is not already pnésein much the same fashion as it would be when deployed.
and needs to be installed, it may be possible to install tie d@uring prototyping, the system was kept on a local area
cable with the power line for little additional cost. Secondnetwork (LAN) hosted by a small consumer wireless router,
although intentional damage is unlikely, damage from diggi which allowed portability for demonstration purposes and
or weather is a possibility. Unlike Wi-Fi, which can switah t consistency for performance testing.

another access point, the kiosk has no way of recovering if it Since it was a senior project, the original design team
link to the router is severed. The kiosk will remain down Untiis no |onger acti\/e|y involved in the bike-lock project_ A
the cable is fixed or replaced. In spite of these drawbacks, [F&cket containing design decisions, source code documenta
long as a cable is practical to install and maintain, Etheisie tion, schematics, construction instructions, a bill of enits,
an excellent option for the kiosks’ communications inteefa and a list of suggestions for improvement was provided to
the bike-share administrators and the UNL Computer and
Electronics Engineering (CEEN) department. Using thig, th
Other communications interfaces were considered, but disggn department may hire a number of student workers
carded in favor of Wi-Fi and Ethernet. A ZigBee wirelesg, continue working with the bike-share administrators to

network was examined as a possible solution; however, fagsrove, implement, and deploy the system across the UNO
lack of existing ZigBee infrastructure and associated rfeed campus in the upcoming year.

specialized hardware to implement the necessary infietsime

made it impractical. In addition, the use of cellular intetrn B- Usability

access was briefly considered, but discarded due to cost. A number of usability goals were set during the design
There are cases where both of these alternative solutigitsase. In order to keep make the system easy to use, the

could be practical, although not in the current implemeniat interface is very minimal, consisting only of a card reader,

If the system was spread city-wide, and kiosks were addedo indicator LEDs, a buzzer, and a button for each bike. A

in locations where internet access may be impractical, sughaphic sign provides instructions for checking bikes i an

as a park or the beginning of a bike trail, either of the twout, as well as information about the system and a link to the

above mentioned solutions are viable. Cellular interneess program website.

would allow communication from anywhere inside of the city, The kiosk is very straightforward to operate. To check out

and ZigBee could be used to “hop” data across kiosks undilbike, a user swipes his or her student ID card, presses the

C. Other Possible Alternatives



button on the desired bike, and slides the lock off. Checking corporate sponsorships of kiosks bikes. As a starting point
a bike is even simpler; the user slides the lock onto the bik&iosks would be set up along Omaha’s bike trails and points
locking bracket, and the kiosk handles the rest. Adding a nef interest, such as the newly constructed “Aksarben \éfag
bike to the system is not difficult. When a bike is checked irshopping area, and then expand from there.
if it is not already in the database, the system adds whateveOne goal of the bike share program is make the roads of
information it can and shows the transaction as a bike additiOmaha safer for cyclists. There is a bit of a culture war
rather than a check-in. Thus, rather than having to look ep tboing on between cyclists and non-cyclists in Omaha; the
RFID tag on a new bike, an administrator simply connectspinion pages of the local newspaper frequently featuréekea
the bike to the kiosk, then looks up the newly-added bike gbomments from both sides [9], [10]. Very few cyclists bike
the transactions list page of the web application and adds®& the roads for fear of being hit, but at the same time
description and a photograph for the bike. cyclists are so uncommon that motorists don’t learn to watch
Because a slow or difficult-to-understand system woufdr them, and as a result, Omaha remains less than ideal
likely be abandoned, two time constraints were set. First,fé bike-transportation to anywhere not near a bike traile T
user familiar with the system must be able to check outaiministrator believes that many residents do not own bikes
bike in under 10 seconds. Typical results for this test wepgecisely because of this, but hopes that a broader based bik
2 to 5 seconds, with the primary constraint being netwodhare program, along with an upcoming “Share the Road”
congestion. A second requirement was for users unfamiliggmpaign, will get more cyclists on the streets, in turn héag
with the system to be able to complete a transaction in undfbtorists to share the road and making Omaha bike-friendly.
two minutes. All new users tested were able to check a bikeThere are several improvements that can be made to the

seconds. abilities were limited to components available at hardware

C. Environmental and Health Benefits of Implementation Stores. A custom weatherproof enclosure would be far su-

Based on available information and conservative assunPerior' Likewise, the team did not have a member who
cialized in web design, so while the web application is

tions*, the success of the bike share program has a number%f

; ! ctical and fits the needs of the project, there is room for
environmental and health benefits. Over the course of a yeD broj

students will bike over 22,000 miles. The exercise assemaﬁ{provement. Of course, powering the kiosks with renewable

with this will burn over half a million calories. Biking will Crcrdy: Particularly solar, would improve the public rettep

. of the system, as well as remove the need to run any wires
prevent over 10,000 miles of car travel and have a net carb, y y

. . t?lrf'ough the ground to the kiosks.
f f 7 .
ootprint savings of over 7 tons dfO; per year Perhaps the best improvement that can be made to the

VI. FUTURE PLANS system is the ability to check out a bike lock chain with a

Currently, there is a strong possibility of the bike-lociPike. By allowing users to borrow a lock, a bike is no longer
system described by this paper being deployed within tfignited to locations with kiosks; users may ride to restatsa
next two years. The program administrator is seeking fupdi$hopping, and more. This addition creates a great deal of
from a variety of sources, most notably corporate spongmssh freedom to users. In much the same manner, the system could
Some companies have expressed interest in deploying simft& improved by including the ability to check out a helmet at
systems on their corporate campuses for building-to-mgld Kiosks.
transportation or for short rides to nearby restaurantsudn
ber of Omaha-area educational institutions are also isitede
in implementing a bike-share program utilizing this system

lOn a mr?re tl)(_);glterlin scale, a Cit);]'Wige bike]:sr;]are Program-p, e UNO bike-share program has grown successfully in its
utilizing this bike-lock system is the hope of the prograrﬂ‘laugural year, but shortcomings still need to be addressed

administratqr. Unlike many other cqmmercial systems, thghe primary shortcomings of the current “honor” system are
could remain free to use by securing all funding throug lack of tracking, administrative capabilities and an iligb

4Assumptions made include: 8 kiosks across the three campu&ésné- to prevent theft. By |mplementlng an automated CheCk'QUI
way) single campus trips (0.25 miles), 70 north/central t(8 of which are system, these needs can be met. Such a system was designed

in place of driving a car), and 10 central/south trips per. ddese trips are and prototyped as a senior design project. Due to special
assumed to only occur 180 days per year (due to weather andays)i d h th bility t dat id et
although the system is assumed to be drawing power every gayers [1€€0S, SUCh as the ability (0 accommodate a wide variety

power is only calculated from kiosks; it is assumed that thevaeking Of bikes, existing commercial systems were inadequate for

h_ardware and_ server are already in use, and that thg addedrima the NO’s needs. Two IEEE standards — 802.11 and 802.3 —
bike-lock application would be negligible. For calculatigas and carbon, d itical f thi Th I d
a 2006 Ford Taurus is taken to be representative of an averelgele served as a critical component of this system. ey allowe

and electricity for the kiosks is assumed to be from coal orgtetm. the system components to easily and efficiently interacé Th
For calculating calories burned, which increase with spaed weight of prototype system met the needs of the bike share program, and
rider, a 155 pound student riding at a leisurely 10 mph wasnasdu For . ,
further information on health and environmental calculaioplease contact measures are being taken to deploy the system across UNO's

the authors askeneal y@nomaha. edu. campuses.

VIl. CONCLUSION
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FURTHERINFORMATION

For further information on the UNO bike-share pro-
gram and related Omaha bike initiatives, please \se®.
unomeha. edu/ bi keshar e/ and ww. unormaha. edu/
bi kebl ast /. If you are interested in starting a similar bike-
share program in your community, please contact Dr. David
Corbin atdcor bi n@nonaha. edu.
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