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Abstract—This project designed a QR Code tracking 

system to integrate into a law enforcement agency’s 

system to track vulnerable people. An efficient way to 

secure user data in QR Code, called HQR Code, using 

hash function is proposed. In the HQR Code, a user’s 

Personally Identifiable Information (PII) is hashed to 

safeguard privacy and stored for tracking purpose. 

The tracking system provides QR code-based user 

location tracking alerts and a user identification 

system. Every user of the tracking system is assigned 

a unique QR Code t-shirt with unique identification 

number. The QR Code shirt can be worn and washed 

and is more reliable and durable compared to QR code 

stickers. Users must always wear the QR Code shirt 

wherever they go. These QR Code shirts link to the 

QR Code tracking system website, where detailed 

information is stored. A mobile application or a 

standalone QR code scanner can be used to scan the 

code for retrieving hash value in the code. The 

retrieved hash value is sent along with the geo-

location of the mobile device to the system server. 

Authentication and geo-location mapping is done by 

the system. The design of this system allows 

authorized personnel (e.g., system administrator or 

police) to access detailed user information. System 

administrators are authorized to access users’ 

personally identifiable information to improve the 

accuracy of location tracking. The tracking system 

has been tried out by 3 participants in Singapore. To 

analyse the QR Code tracking system’s usability, the 

participants also completed the System Usability 

Scale questionnaire after using the system. 

 

Keywords—QR Code; HQR; hash value; tracking 

system; QR Code shirt 

 

I INTRODUCTION  

Nowadays, QR Codes [1] are used for a variety of 

tasks in commercial settings. The most popular 

commercial use for QR Code is in the 

telecommunications industry, where the increasing 

usage of mobile phones seems to be the largest driver 

of their popularity [2] [3] [4].  QR Codes have already 

overtaken the traditional 1-D barcodes in popularity 

in some domains. This is due to the fact that the size 

of data that can be stored by traditional 1-D barcodes 

is very much less than that of the data that can be 

stored by a QR Code [5]. A typical 1-D barcode can  

only store less than 100 bytes of data whereas as QR 

Codes can store up to 2953 bytes [6].  

With the extensive use of mobile devices like 

smartphones by people in their day-to-day lives, 

especially for mobile internet access, QR Code is an 

adequate way to communicate information rapidly and 

efficiently. By scanning a QR Code with a mobile 

device, users can be connected to a relevant web page 

or receive information such as special offer, discount 

voucher, product or location information, etc. These 

days, QR Codes are used everywhere starting from 

products to webpages, advertising, manufacturing, 

retailing, healthcare, transportation, e-payment    

transactions, inventory tracking etc. This allows 

offline media such as journals, newspapers, business 

cards, public transport vehicles, signs, t-shirts or any 

other medium that can hold the print of a QR Code to 

be used as carriers for advertisements [7]. Apart from 

that, QR Code can be used as ID tag or sticker for 

tracking and tagging purposes [8].  

In Australia, QR Code technology is used for 

identifying and tracing livestock with ID numbers [9]. 

A QR Code tag is carried by livestock on the tail. The 

tag is then used for tracing of its movement in stock 

farms. In this case, error correction feature facilitates 

dirty label reading. When diseases like the mad cow 

disease (BSE) break out, a unique ID allocated to each 

stock farm is used to trace the source of the disease.  

The most noteworthy advantage of the utilization of 

QR Code from the aspect of person identification 

comes from its simpler technology. QR code-based 

technology is much more accessible for the users since 

it does not require any special tags like the radio-

frequency (RF) tags. QR codes can also be generated 

and printed effortlessly on practically any surface.  

 

II CURRENT USES OF QR CODE 

The QR Code technology is in use in many medical 

facilities, mainly in Asia-Pacific domain, mostly for 

accessing and controlling patient related processes and 

data. In 2008, the health care centres located in Hong 

Kong, Japan and Singapore, have implemented a 

system known as Unique Patient Identification (UPI) 

which achieved a fruitful technology transition from 

barcode-based system to QR code-based system [10]. 
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Addenbrooke’s Hospital in Cambridge makes use of 

the QR codes in compliance with its policy about the 

patient safety. Apart from other personal information, 

the QR code is printed onto a bracelet which is then 

carried by the patient on wrist. Originally, the tagging 

system was in use only for tracking blood transfusions 

and for controlling the coincidence between patient 

and blood type. Nowadays, the QR codes are 

employed much more extensively to minimize 

occurrence of some other types of failures observed in 

hospital or medical environments [11]. 

Houston’s Methodist Hospital System, utilizes a 

patient data electronic verification system, named 

KBMA, based on the reading of bar codes. The 

system is connected online to the medical record 

documentation database system, called “MethOD”. 

An upgrade of Houston’s Methodist Hospital KBMA 

barcode-based ID system has been suggested, by 

transitioning from old barcode-based patient 

identification system to a QR code-based system [12]. 

A Iruma-based company, located in north Tokyo, has 

introduced a QR Code tagging system for the rising 

population affected with dementia in Japan [13].The 

system is used for keeping track of dementia patients 

with QR codes attached to fingernails. The QR code 

sticker holds details of a user such as address, 

emergency telephone number and unique ID. If a user 

is disoriented, police can obtain details of the user’s 

local city hall, its telephone number and the user's ID, 

simply by scanning the code. 

However, since the QR Code can be read at a glance 

by mobile devices, many users consider 

data privacy an important concern because the 

personal information or other sensitive information 

stored in QR Code is accessible by everyone. In the 

work presented in this paper, SHA-1 [14] is used to 

overcome data privacy concerns so that QR codes can 

be generated in a way to achieve data privacy and 

security as well. SHA-1 is a hash function designed 

by the United States National Security Agency, 

published on 1995 and  approved as U.S. Federal 

Information Processing Standard. It has been replaced 

by SHA-2 or SHA-3 since 2010 as it has not been 

considered secure against malicious attack [15]. 

However, the git source code management system 

uses SHA-1 hashes extensively as identifiers and 

consistency checks even though Google has now 

demonstrated a collision attack on SHA-1. This is 

because there is a difference between using a hash for 

purposes like security signing and using one for 

creating a "content identifier" for a content- 

addressable system like git [16]. In this project, hash 

is mainly used for creating an “user identifier” for the 

end user.  

The QR code technology, its variants, types of data it 

encodes, data storage capacity and efficiency, data 

density and its benefits are studied in this project. A 

well thought of plan to select, implement and use QR 

codes can help in tracking vulnerable people. By the 

end of this project, a QR Code tracking system and an 

Android app (QR Tracker) is developed to attain this 

tracking purpose. 

III PROJECT OBJECTIVE  
 

The goal of this project is to use an appropriate QR 

code type in the context of Singapore to help track 

vulnerable people. A web and mobile application is 

also developed and implemented for the public usage 

for customized QR code-based human-tracking. The 

QR codes created through the process presented in this 

paper is printed on a plain T-shirt to be worn by 

vulnerable people. The concept of QR Code on t-shirt 

is used to promote “user adoption” of QR-code based 

tracking systems. This is aesthetically appealing, more 

durable and much less intrusive compared to QR Code 

stickers on finger nails etc. The rationale of selecting 

a hash function and a QR code type is also presented 

with sufficient technical analysis. 

 

IV PROPOSED SYSTEM 
 

Although the Google Play Store offers a few QR 

generator and scanner applications, users cannot hash 

the data with a hash function before encoding it as a 

QR code. The objective of this project is to allow users 

to hash the data on their own with a hash function on 

Android app (QR Tracker) or Web application. User 

can generate or scan Model 2 QR Code without 

Internet connectivity. They can enter the data they 

wish to encode. A default hashing algorithm (SHA-1) 

is used to hash the data. System will first hash the data 

and the hash value is then encoded as a QR Code. 

Hashing process ensures that data is secure. Finally, 

user can choose to send the generated QR code to their 

email or save it to their camera roll. A QR Code 

tracking system is developed for tracking the location 

of the user using hash value that is stored in the QR 

Code. The figures below show the tracking system use 

cases.  

 

Figure 1: Data hashing and encoding of HQR code  

Figure 2: Data decoding of HQR code and location 

tracking  

https://en.wikipedia.org/wiki/National_Security_Agency
https://en.wikipedia.org/wiki/Federal_Information_Processing_Standard
https://en.wikipedia.org/wiki/Federal_Information_Processing_Standard
https://git-scm.com/
http://shattered.io/
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V RELATED WORK 

This section summarizes the work that has already 

been done to hash a QR Code and how the work 

proposed in this paper relates to it. 
  

A. Storage Capacity Planning for User PII.  

Table 1: Number of characters to be encoded 

Table 1 shows the information that needs to be used 

to uniquely identify a Singapore based user and 

storage capacity required (in terms of the number of 

characters) for encoding each field in QR code for 

tracking purpose. 

B. Hashing Algorithm Selection 

The algorithm used for hashing user PII is Secure 

Hashing Algorithm 1(SHA-1). SHA-1 hashing 

algorithm is a weak hashing algorithm, but it can 

produce a hash with shorter length compared to other 

SHA family hashing algorithms such SHA-256 and 

SHA-512. By using SHA-1 hashing algorithm, a 

smaller QR code can be used to store the user 

information. 

Table 2: Original plain text and the hashed text 

C. QR Code Analysis and Selection 

Model 2 QR Code Version 4 – Q and Version 12 – Q 

are selected to be used for storing user PII in this 

project. Model 2 QR Code Version 4 – Q is used to 

store hash value of user PII whereas Version 12 – Q is 

used to store original user PII. The user PII and its hash 

value can be stored efficiently with these two versions 

of QR Code. 

D. User PII Encoding and Hashed QR Code 

Generation 

After finishing pre-processing steps, the next step is to 

encode user PII or its hash value into a QR code 

symbol. The following steps are the encoding steps for 

user PII.  

Figure 5: Optimum QR Code selection and 

generation process 

Figure 6: Pre-processing for QR Code generation 

Figure 3: Data encoding and decoding of QR code 

Figure 4: Hashing Process 
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The Hashed QR Code (HQRC) encoding procedure is 

shown below:  

1. Data hashing (User PII hashing – use case 1) 

a. Hash the arbitrary length of user data 

string into a fixed-length hash value using 

SHA-1 algorithm, which is an irreversible 

one-way function.  

2. Data analysis (User PII analysing) 

a. Analyse the user data string and select a 

data encoding mode for it. In this project, 

Binary Mode is used for encoding user 

data string at a density of 8 bits per 

characters. Maximum number of 

characters that can be stored in Model 2 

QR Code in Byte Mode is 2953 characters. 

b. Select an Error Correction Level. There 

are four user-selectable levels of error 

correction offering approximately up to 

30% of recovery capacity. Four levels of 

error correction allowing recovery of the 

QR Code symbol codewords as shown 

below. Level Q is selected to be applied on 

the QR Code.  

c. Select QR Code symbol version to be 

used. Model 2 QR Code is used in this 

project. 

 

3. Data encoding (User PII encoding) 

a. Encode the user data string into a string of 

bits in accordance with the rules for the 

mode in force. 

b. Split the string of bits into 8-bit 

codewords. 

c. Padding Characters are added as necessary 

to fill the number of data codewords 

required for the version. 

4. Error correction coding  

a. Divide the codeword sequence into the 

required number of blocks. 

b. Reed-Solomon Error Correction algorithm 

is used to generate error correction 

codewords from the 8-bit codewords of 

the input data. 

c. Figure 8 shows that there are 2 modules 

down in the bottom left-hand corner of 

every QR code. They display what the 

error correction level used in that QR code 

is. 

5. Structure final message  

a. Interleave the data and error correction 

codewords from each block. 

b. Remainder bits are added as necessary. 

 
6. Module placement in matrix 

a. For Model 1 QR Code symbol, the 

codeword modules is placed in the matrix 

together with the Extension Patterns (for 

right-hand and lower sides), Finder 

Pattern, Position Detection Patterns, 

Separator, and Timing Pattern.  

Figure 7: HQR Code encoding process 

Table 4: Types of QR Code and Versions 

Table 3: Error Correction Level 

Figure 8: QR Code error correction 

level modules for Model 2 symbol 
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b. For Model 2 QR Code symbol, the 

codeword modules is placed in the matrix 

together with the Alignment Patterns, 

Finder Pattern, Position Detection 

Patterns, Separator, and Timing Pattern.  

7. Masking 

a. Apply the masking patterns successively 

to the encoding region of the QR Code.  

b. Evaluate the mask pattern results. 

c. Select the mask pattern which has lowest 

penalty score, optimizes the dark/light 

module balance and minimizes the 

occurrence of undesirable patterns. 

8. Format and Version Information 

a. For Model 1 QR Code symbol, generate 

the Format Information. 

b. For Model 2 QR Code symbol, generate 

the Format and Version Information 

(where applicable).  

 
E. Original and Hashed User PII in QR Code 

The figures below show the Model 2 QR Code symbol 

with user PII (Figure 10) and its hash value (Figure 

11). 

Figure 12 shows an example of user PII stored in the 

QR code. The underscore (‘_’) symbol is used to split 

up the fields of user PII. Figure 13 shows a hash value 

of user PII. 

 

VI QR CODE SELECTION 

A. Overview of Data Capacity and Maximum Size of 

QR Codes 

 

Table 5 shows maximum data capacity (number of 

characters that can be stored) and maximum size of 

standard QR Codes (Model 1 and Model 2), Micro QR 

Codes, and iQR Codes (square and rectangular). A 

Model 1 QR Code can be used to store up to 7,089 

characters of numerical data or 2935 characters in 

Byte Mode, a Micro QR Code can store up to 15 

characters in Byte Mode and a square iQR Code a 

massive 16932 characters whereas a rectangular iQR 

Code can store up to 500 characters in Byte Mode. 

  

Based on analysis in this project, Figure 14 shows that 

the square iQR Code has highest capacity (and 

maximum size) and followed by Model 2 QR Code. 

Figure 9: Format and Version Information 

Figure 13: Example of hash value of user PII 

stored in QR Code 

Figure 12: Example of user PII stored in QR Code 

Figure 11: QR Code Model 2 version 4 - Q 

Table 5: Maximum data capacity for various types of 

QR Code 

Figure 10: QR Code Model 2 version 12 - Q 
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VII QR CODE T-SHIRT DESIGN 

PROPOSAL 
 

A. QR Code T-shirt Replaces Sticker 

In the past, there was an attempt by Japanese firm to 

attach QR code stickers on the human body, for 

example on the fingernail, for tracking the 

whereabouts of dementia patients. However, this 

approach is not feasible because the user needs to 

repeatedly attach and detach the stickers from the body 

for an average of every two weeks which will make 

the use of stickers more cumbersome. Also, QR code 

sticker quality will be compromised because it might 

crack, fade, and deteriorate over time. Hence, printing 

the QR code on T-shirt is being proposed as a better 

alternative to use QR code stickers. Firstly, T-shirt is 

more durable than stickers and can be worn at will. 

Besides, QR code has been increasingly used as a 

creative idea which effectively incorporating into T-

shirt design work today. It is a great idea and just one 

more awesome way to engage people to use this QR 

Code tracking system. 

 

B. The QR Code T-shirt Logo 

In this project, QR Code act as a GPS-like symbol that 

can be used to locate and track the user location. 

VIII WEB-MOBILE APPLICATION 

1. QR Code T-shirt Replaces Sticker 

The use case diagram of QR code tracking system is 

illustrated in the figure below: 

 

 

 

 

2. Dialog Map 

Figure 17 shows the dialog map of the QR code 

tracking system. 

 

IX STANDARDS APPLIED 
 

The standards supported in this project include the 

ISO/IEC 18004:2015, Information technology – 

Automatic identification and data capture techniques 

– QR Code Bar code symbology specification 

standard for generating QR Code to store the hash 

value of user PII. QR Code Model 2, its data storage 

capacity and efficiency are analysed and implemented 

to achieve the project goal.   

Figure 14: Data capacity and symbol size (in cm2) 

Figure 17: Dialog Map of QR Code tracking system 

Figure 16: Use case diagram of QR Code tracking 

system 

Figure 15: Design of QR Code T-shirt 
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X CONCLUSION 

In conclusion, this project presents a system for 

tracking vulnerable people by using QR Code T-shirt. 

A new type of QR Code (HQRC) is created using 

SHA-1 for improving data protection and privacy. The 

reason for using SHA-1 is because it can be used to 

produce a unique, more secure and shorter hash value 

among all other cryptographic approaches. In the data 

storage efficiency analysis, iQR code has been found 

to have highest data storage efficiency compared to 

standard QR code and Micro QR Code. However, not 

many mobile apps in the market today can decode iQR 

Code as can decode standard QR Code even though 

iQR Code is standardised and freely available. 

Therefore, standard QR Code is selected as a medium 

for tracking purpose. In the storage capacity 

utilization analysis, when comparing the standard QR 

Code version 1 to version 14, it was found that version 

4 with error correction level Q is most suitable for 

storing hash value of user PII whereas version 12 with 

error correction level Q is most suitable for storing 

user PII.  

This proposed QR Code tracking system is using a 

simple technique by applying hash value of user PII 

as user identifier which will be sent to the system 

server along with the geolocation of the QR scanner. 

The geolocation of the vulnerable user will be updated 

once the retrieved hash value matched with the hash 

value in the system. It is convenient for police officer 

or agency personnel to locate the person who is getting 

lost based on the location updates from the mobile 

device. It has been shown that this system could be 

used for tracking people as a practical, effective and 

reliable alternative in all kinds of tracking system. It 

can be further used for keeping track personal 

belongings and valuables by making QR Code into a 

durable sticker. Instead of printing QR Code on T-

shirt, bracelet or necklace can be used as QR tag for 

tracking and tagging purposes in the future. 
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